g HM Government
#3% HM Government PN =gl
Approved Supplier Supplier

NCSC Certified: Cyber Security Awareness e-Learning
for the Maritime Industry

Industry leading Cyber Security training to enhance user knowledge and build organisational capability.

About the Course

This market leading NCSC Certified comprehensive e-learning
NCSC Certified Cyber Security Awareness for the Maritime course provides awareness of Cyber Security for the maritime

Industry industry.

This e-learning course has been designed to be completed within
40 minutes, enabling an optimal learning experience.

The course aligns to the International Maritime Organisation’s
(IMO) 2021 Cyber Security Guidelines on Cyber awareness. Users

Introduction to Information in the Cyber Safety on Digital Next Steps
Maritime Cyber Maritime Sector Land and at Sea Environments and

Security Best Practice will also understand how to protect and safely optimise

information, both online and offline; at home and in the
workplace, on land and at sea.

What will you learn?

The dependency on seafaring crew and the entire maritime ecosystem including ports and logistic companies to facilitate the
delivery of essential supplies has never been more critical; organisations are having to adjust almost overnight to digital ways of
working and keeping their staff safe and businesses afloat. To enable this, there is a new urgency to bolster Cyber Security
awareness and resiliency quickly and cost effectively — an investment that will serve the long term future of the industry.

This course has been updated to reflect the current situation with additional advice and guidance on remote/home working, the
latest threats and technical advice. It provides a common baseline of understanding for all levels of the organisation encompassing
onshore and offshore personnel. The course also helps align People, Processes and ICT to the International Maritime Organisation’s
(IMO) Resolution MSC.428(98) and Resolution MSC-FAL.1/Circ.3 by “raising awareness on Cyber risk” which must be addressed by
2021.

To p i cs I n CI u d e : Introduction to Maritime Cyber Security s =| ”The maritime industry is fac"ng a

growing threat from Cyber attacks.

X i . The Changing Threat Landscape
¢ An introduction to maritime Cyber

Security; Addressing the Cyber Security agenda

©

is everyone’s responsibility.

¢ Theimportance of information in Organisations that show leadership

the maritime sector; . . . . . .
and invest in quality training for their

¢ Threat and regulatory landscape; people will develop a Cyber aware

¢ Cyber safety on land and at sea; culture that helps to safeguard

Information in the Maritime Sector

employees and ensure business

Reporting Breaches

¢ |T and OT environments; . ”
resilience.
¢ Social media and phishing;
¢ User technical advice;

¢ Remote/homeworking;

accidentally or doliboratoly.

¢ Best practice and Top Tips;

¢ Assessment.
“Learning anytime, anyplace and anywhere”.
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This Course Offers
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¢ Bookmarking of content for users;
¢ Help and glossary section for support;
¢ Customisable corporate branding;

¢ Bespoke ‘Speed Briefs’ tailored to client;

¢ Interactive and scenario based questions throughout the course;

¢ ‘Ten Top Tips’ for best practice Cyber Security and Information Assurance.

Speed Briefs

Users will have access to a bank of ‘Speed Briefs’ throughout the course providing further in-depth information around the topics

covered, which can be saved and printed at a later date. These can also be tailored to include company specific policies and
intranet links.

Assessment & Personalised Certificate

Complete the topics on the course to access the assessment which will test the user’s knowledge. On successful completion users
will be provided with a personalised NCSC Certified Certificate.

Further Information

No prior knowledge of Cyber Security and Information Assurance is necessary before taking this course. The e-learning can be

completed by anyone wishing to improve their Cyber Security awareness. The course can also be tailored to specific needs and
organisation branding.

This web-based course is mobile and tablet friendly and compatible with: e-Learning:
¢ iPhone 5 +, Android and Windows OS; “users digest information

¢ iPad and other tablets; 25-60% faster;”

¢ Windows and Mac OS.
“Cost savings of up to 70%”!

Templar Executives

Templar Executives is an international Cyber Security company and a trusted adviser to Governments, multinational
organisations and SMEs, offering a market leading portfolio of industry specific Cyber Security consulting, information security
auditing, training and education. In the maritime sector, Templar Executives’ capabilities include a Maritime Cyber Emergency

Response Team (MCERT) providing a collaborative incident reporting portal, emergency response and triage and intelligence
feeds.
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Contact Us:
@ +44 (0) 203 542 9075 enquiries@templarexecs.com | : www.templarexecs.com

@templarexecs
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